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Financial scams can happen to anyone, but seniors and retirees are often targeted 
because they typically have substantial savings. The good news: you can significantly 
reduce your risk by recognizing common scams and knowing how to respond.

Protect yourself from 
financial fraud and scams

Common scams to watch for

Government imposter scams 
Fraudsters impersonate IRS, DEA, 
FBI or other officials and demand 
immediate payment. They use fake 
caller IDs to appear legitimate and 
create urgency through threats.

Tech support scams 
Pop-ups or calls claim your device is 
compromised, then charge high fees 
to “fix” a fake problem. Never call 
numbers in unsolicited messages. 
Scammers also request payment via 
gift cards or wire transfers because 
these are untraceable and difficult to 
reverse. Legitimate businesses never 
ask for payment by gift card.

Lottery and sweepstakes scams 
You’re told you’ve won money, but first 
you must pay “fees” or “taxes.” Rule: 
never send money to receive money.

Romance scams 
Scammers pose as romantic interests 
on dating sites, often claiming to 
work overseas. They build trust, then 
ask for money or request you pay for 
travel that never happens.

Grandparent scams 
Someone claims your grandchild (or 
other loved one) needs emergency 
money. Always verify this with 
another family member before 
sending anything.

Questionable online 
investments 
Be skeptical of “pump-and-dump” 
schemes, pyramid schemes or “risk-
free” investment offers. Research 
thoroughly and take your time.

Crypto scams 
Scammers promote cryptocurrency 
investments with promises of quick, 
guaranteed returns. They may pose 
as legitimate investment advisors or 
use social media and unsolicited calls. 
Cryptocurrency transactions are often 
irreversible, making recovery nearly 
impossible. Never invest in crypto 
based on unsolicited pitches, and 
verify the legitimacy of any platform 
before sending money.

Phishing emails 
Criminals pose as banks or agencies 
asking for personal information via 
email or phone. Never share personal 
details this way.

Gold scams 
Fraudsters contact you about 
purchasing precious metals at 
special prices or claim gold is a 
guaranteed investment. They may 
pressure you to buy immediately or 
store gold with them. Only buy from 
reputable, established dealers. Be 
aware that gold prices fluctuate, 
storage fees can be high and it’s 
difficult to resell quickly.

Recovery scams 
After you’ve been victimized by fraud, 
scammers contact you claiming 
they can recover your lost money—
for a fee. They impersonate law 
enforcement, attorneys or recovery 
specialists. Legitimate recovery 
agencies don’t contact you first or ask 
for upfront payment. If you’ve been 
scammed, report it to authorities and 
your financial advisor; avoid any third 
party promising recovery for a fee.

Business email fraud 
Scammers impersonate legitimate 
businesses (title companies, 
contractors, attorneys) and send fake 
payment instructions. Since you may 
expect these instructions, you might 
comply without verifying.
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Knowledge is power
Con artists tend to target older 
Americans because they are more 
likely to have financial assets. 
Additionally, aging can sometimes 
make people more susceptible to 
fraud and exploitation through 
physical or emotional challenges. At 
RBC Wealth Management, protecting 
your finances is our top priority.

How to avoid the scam
•	 Don’t wire money or use gift 

cards, cryptocurrency or a 
payment app to pay someone who 
says they’re with the government. 
Scammers insist you can only pay 
these ways because it’s hard to 
track that money, and just as hard 
to get it back. They’ll take your 
money and disappear.

•	 Don’t give your financial or 
personal information to someone 
who calls, texts, emails or 
messages you on social media 
and says they’re with the 
government. If you think a call 
or message could be real, stop. 
Hang up the phone and call the 
government agency directly at a 
number you know is correct. If the 
call is a robocall, don’t press any 
numbers. Pressing numbers could 
lead to more calls.

•	 Don’t trust your caller ID. 
Your caller ID might show the 
government agency’s real phone 
number or name—like “Social 
Security Administration.” But 
caller ID can be faked. It could be 
anyone calling from anywhere in 
the world.

•	 Don’t click on links in unexpected 
emails, texts or social media 
messages. Scammers send emails 
and messages that look like 
they’re from a government agency 
but are designed to steal your 
money and personal information. 
Don’t click on any link, and don’t 
pass it on to others. Just delete 
the message.

We’re increasing our efforts to protect 
you by providing robust, proactive 
training and resources to our financial 
advisors. Our Client Risk Prevention 
group works to help every advisor 
prevent, detect, and report suspected 
financial abuse. If you have any 
immediate concerns, contact your 
financial advisor.

Having a trusted contact 
person is important
At RBC Wealth Management, if 
we think you may be a victim of 
fraud, we will contact you. Fast 
action can help resolve issues 
more quickly. A trusted contact 
person is someone you authorize 
us to contact if we are unable to 
contact you directly. This person 
should be someone you trust, 
such as a family member, friend 
or professional you depend on, 
like an accountant, attorney 
or trustee.

Your trusted contact person will 
NOT be an authorized party on 
your accounts, nor will we accept 
instructions from them that will  
affect transactions and/or 
change account information in 
any way. It’s simply another way 
for us to reach you if we need to.

To add a trusted contact person 
to your account, contact your 
financial advisor with their name, 
address and phone number.

Get help
•	 RBC Wealth Management: Contact 

your financial advisor

•	 FTC: www.ftc.gov (complaints and 
fraud education)

•	 FINRA: www.finra.org/investors/
avoid-fraud

•	 SEC: www.sec.gov/investor/ 
pubs.shtml

•	 FBI: www.fbi.gov/scams-and-safety
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